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exclusive licensed-content adaptation. For your own learning and permitted end use only; no resale, redistribution,

editable-source or private-label rights are granted.
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Use and publication notice
This guide is general business and cyber-security education, not legal, data-protection, banking,

insurance or specialist security advice. It does not guarantee security, UK GDPR compliance or

prevention of an incident. Your controls should reflect the systems, data, people and risks in your own

business. Obtain suitable specialist advice where the risk, contract or law requires it.

Permitted-use notice: This curated edition is prepared under the established project provenance: a

Rob-confirmed licensed Entrepedia account, acquisition of the native source PDF from the signed-in

catalogue, and the applicable published PLR rebrand/giveaway permissions for the curated UK SME

scope. Source originals remain private. Use is limited to your own learning and other permitted end use

under the applicable terms. Do not resell, redistribute, mirror the catalogue, claim exclusive authorship,

or distribute editable source material. This notice is not a standalone certificate or legal opinion;

continuing publication remains subject to the applicable source terms and project approval.

What you will put in place
A password is only one part of account security. A useful small-business plan combines unique

credentials, stronger sign-in checks, named access, recovery arrangements and a routine for reviewing

what has changed.

By working through this guide, you will create:

a clear list of the accounts that keep the business running;

a password-manager setup and a way to migrate accounts safely;

multi-factor authentication (MFA) for the accounts that matter most;

a simple role-and-access register, including contractor and leaver controls;

a repeatable response when an account looks compromised; and

a monthly and quarterly review routine.

1. 
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Start with the owner account, business email and banking or payment services. Do not wait to map

every low-risk tool before protecting the accounts that could reset, control or pay for other services.

Who this is for

This guide is written for UK sole traders, directors and managers of small businesses with limited

technical experience. The examples could apply to a trades firm, professional-services practice, retailer,

agency or B2B supplier. They are illustrative, not evidence of a client result.

A business with regulated systems, a large number of users, sensitive special-category personal data, a

complex network, or a security incident in progress may need specialist help. This guide can still help

you ask better questions and organise the basics.

How to use the workbook

Read Sections 1–5 before switching settings. Then complete the trackers and SOPs in Sections 6–11.

Keep the completed pages in an access-controlled location, not in a shared public folder. Record

decisions, owners and review dates. A plan that somebody can follow is more valuable than a long

policy nobody uses.

Plain-English terms

Term Meaning in this guide

Password manager Software that stores login details in an encrypted vault

and can generate unique passwords.

Primary or master password The password used to unlock a password manager. It

needs especially careful protection.

MFA / 2-step verification A sign-in check that requires more than a password,

such as an authenticator prompt, code or security key.

Passkey A device-protected sign-in credential. Where a service

offers it, it can avoid entering a traditional password.

Least privilege Giving someone only the access they need for their

current work.

Break-glass access Controlled emergency access for a critical account that

should not be used routinely.

Offboarding Removing a leaver’s access, recovering business

property and checking that nothing has been missed.
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1. Start with the accounts that could cause the
most harm
Weak account security is not only a technical inconvenience. It can interrupt trading, expose customer

or staff information, prevent you reaching customers, or allow an unauthorised payment or change to

business systems. The practical aim is to make it harder for an attacker to sign in and easier for your

business to notice and reverse an access mistake.

The common routes into an account

Risk What it means Practical response

Password reuse A password exposed by one

service is tried against another

service.

Use a different password or

passkey for every account.

Guessing or automated attempts An attacker tries common or leaked

passwords at scale.

Use a password manager, MFA and

services with sign-in protection.

Phishing or social engineering A convincing message or fake sign-

in page asks someone to give away

a password or code.

Check unexpected requests

independently; use the real

bookmarked site, not a link in a

message.

Shared logins Several people use one account,

so actions cannot be clearly

attributed and removal is difficult.

Use individual accounts and

delegated permissions wherever

the service allows them.

Unmanaged access The business cannot say who can

reach email, files, website controls

or payment tools.

Keep an access register, approve

changes and review it.

The National Cyber Security Centre (NCSC) recommends two-step verification as an important

protection if a password is phished or otherwise compromised. It also recommends a password

manager to help people use different passwords for different services.1

Three working rules

Give each person their own account. Individual access is easier to remove, investigate and limit.

Protect the account that can reset other accounts first. For most businesses, that is business

email. It may also be the main Microsoft, Google, Apple or identity account.

Treat recovery as part of security. A lost phone or departing administrator should not leave the

business locked out, but a recovery route must not become an easy bypass.

1. 

2. 

3. 
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Fictional example: A two-person building-maintenance firm uses one email address, a website

account and a payment processor. Before changing every password, the owner identifies the

email account as the recovery route for the other two. The first task is therefore to use a unique

password and MFA on that email account, document who owns it, and test a safe recovery

method.

2. Choose and prepare a password manager
A password manager reduces the pressure to remember many passwords. It can generate a separate,

hard-to-guess password for each account and usually offers autofill, device synchronisation and alerts

about exposed or reused passwords. Autofill should only offer a credential for the correct saved

website; this can help a user notice a fake sign-in page.1

It is still an important system. A password manager is software, can have vulnerabilities and is an

attractive target because its vault may contain many credentials. Choose a product that your people

can use correctly and maintain, rather than the product with the longest feature list.2

Build a short selection checklist

Do not rely on an old product comparison, a social post or a price advertised in another country. Check

the current provider documentation and trial the service with your actual devices and browsers. Record

the choice and date in the asset register.

Check before choosing Why it matters What to confirm in the provider’s

current documentation or trial

Works on your devices A tool that fails on a field-worker’s

phone or office computer will be

bypassed.

Supported operating systems,

browsers, mobile apps and

essential features on each.

Business administration You need to add and remove

people without seeing private

individual vaults.

User groups, role controls, audit

records and joiner/leaver

administration.

Sharing controls Some business credentials

genuinely need controlled access.

Whether access can be granted to

a group, restricted, removed and

audited.

MFA for the vault The vault protects many accounts. MFA options, recovery process and

whether MFA can be required for

users.
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Check before choosing Why it matters What to confirm in the provider’s

current documentation or trial

Recovery design An owner must not be locked out,

but recovery must not give the

wrong person the vault.

Who can trigger recovery, what

they can see, waiting periods and

emergency access.

Password generation and health

checks

These reduce reused and weak

credentials.

Generator, duplicate/compromise

reports and how warnings are

shown.

Updates and export control Software needs updates; exported

passwords can be exposed.

Update method, vulnerability

reporting, export restrictions and

audit options.

Costs and ownership A trial ending or an employee-

owned account can disrupt the

business.

Current business plan, billing

owner, renewal process and data-

export route.

The NCSC buyer guide advises checking encryption at rest, recovery, MFA, password generation,

auditing, platform support and how shared credentials are controlled. It specifically recommends MFA

for cloud-synchronised password managers and for vaults containing privileged or sensitive credentials.

2

Set ownership before you begin

Write down who is accountable for the password manager subscription, billing email, primary admin

account and recovery method. For a sole trader this may be one person, but name a trusted emergency

contact or professional adviser only after considering the sensitivity of the access. For a limited

company, the account should be held with a business-controlled email and payment method, not an

employee’s personal address.

Avoid giving a password-manager administrator routine access to every employee’s individual

credentials. The NCSC advises that administrators should not be able to see or use individual

passwords unless they are in the appropriate shared group.2

Initial setup: beginner steps

Owner: Business owner or named security lead

Trigger: A password manager has been selected and a pilot user is ready

Input: Provider instructions, an approved device, a business email address and the asset register

Output: A protected vault, named owner, tested sign-in and documented recovery route

On an updated, trusted device, go to the provider’s genuine website or approved app. Do not follow

a sign-up link in an unexpected email.

1. 
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Create the business account using a business-controlled email address. Record the account owner

and billing owner in the asset register.

Create the primary password. If you must create it yourself, use a memorable passphrase made

from several unrelated words rather than personal facts. Never reuse it on another account. Do not

email it, put it in an unprotected document or send it in a chat.

Turn on the strongest MFA option the password manager supports. Record the method, backup

method and test date in the MFA tracker.

Read the provider’s recovery instructions before inviting anyone else. Decide who can request

recovery, how their identity will be checked and where recovery material will be kept.

Install the approved desktop app or browser extension on the pilot user’s device. Check that it is the

genuine publisher and that automatic security updates remain enabled.

Add one low-risk test login, sign out, then sign in again. Confirm that the vault locks when expected

and that autofill offers the login only on the correct site.

Only after the pilot works, invite the next user or create the required shared group. Do not upload

every credential before you understand how removal, sharing and recovery work.

Create a simple vault structure

Use names that a new manager can understand. Avoid putting a password in the entry title or notes. A

sensible starting structure is below; adapt it to your business.

Folder or collection Examples Minimum record to add

Identity and email Main email tenant, shared mailbox,

domain account

Account owner, named admins,

recovery route

Finance and payments Banking, accounting, payment

processor, payroll

Owner, authorisation role, MFA

method, review date

Website and domains Domain registrar, hosting, website

administration

Supplier contact, renewal owner,

named admins

Operations Scheduling, project management,

CRM, phone system

Process owner, access group,

leaver action

Files and collaboration Cloud storage, team chat, video

meetings

Data owner, sharing group,

external-user review

Marketing and customer

channels

Social accounts, newsletter,

reviews, advertising

Named individual accounts, page

roles, business owner

2. 

3. 
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5. 
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Folder or collection Examples Minimum record to add

Emergency access Rarely used recovery accounts Reason, approver, access log and

test date

Migrate accounts in a safe order

Work in a quiet period when you can test each change. If changing a login could interrupt trading, have

the system owner available and make one change at a time.

Make an inventory of business accounts using the worksheet in Section 11. Include email, domains,

website administration, banking, accounting, cloud storage, phones, CRM, social media and

supplier portals.

Mark the highest-priority accounts: those that can reset other accounts, move money, change a

website or expose substantial personal or commercial data.

For one account, save its correct sign-in URL, username, owner, purpose and existing access in the

password manager.

Use the password manager’s generator to create a new unique password. Follow the service’s

actual sign-in and password-change process.

Sign out and test the new credentials once. Check that MFA and recovery still work before moving

to the next account.

Add a review date and any access notes. Do not put unneeded customer data, card details or

security answers in free-text notes.

Remove obsolete duplicate entries and record any account that cannot yet support MFA or

individual accounts. Give each exception an owner and review date.

Browser and mobile use

Autofill is convenient, but it does not replace judgement. On a shared, borrowed or public device, do not

save business passwords in the browser or leave the password manager signed in. The NCSC cautions

against saving passwords on shared devices and notes that browser-stored passwords are only as

secure as the device and account protecting them.1

On a business-owned phone or tablet, use the device lock, keep the operating system and password

manager updated, and enable the app’s lock setting. If the device is lost, follow the device-management

and account-recovery procedure; do not assume deleting an app remotely has removed access from

every session.

1. 

2. 

3. 

4. 

5. 

6. 
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3. Use a password policy people can follow
A short, workable policy is better than a lengthy document full of rules people will work around. Make it

part of induction, give people the tools to comply, and provide help when a website will not accept the

password manager’s generated password.

Suggested baseline policy

Rule What it means in practice

One account, one credential Do not reuse a work password on another work or

personal service. Prefer passkeys where the service

offers them.

Use the password manager Generate and store new account passwords in the

approved manager. Do not alter a generated password

to make it memorable.

Protect the primary password It is unique, known only to the user and protected by

MFA on the vault.

Use named access Give staff their own account or delegated role wherever

possible. Do not casually share a login.

Change default credentials Change vendor-supplied default passwords before

using a new device, service or application.

Report suspicion quickly A strange sign-in prompt, unexpected reset, wrong

autofill behaviour or lost device is reported immediately.

Change when risk requires it Change a password when compromise is known or

suspected, when a shared credential’s permitted users

change, or when the service tells you to reset it.

The NCSC does not recommend forced password changes every 30, 60 or 90 days. Regular expiry

often leads to small predictable changes and does not show whether a compromise occurred. Users

must change a password when compromise is known or suspected.4 This replaces the source

material’s fixed rotation schedule.

The NCSC also advises against forcing people to satisfy arbitrary mixtures of symbols, numbers and

capital letters when they must invent passwords themselves. Set a sensible minimum length within the

service’s capability, avoid an artificial maximum, and use the manager’s generator where possible. A

“three random words” passphrase can help where a person must remember a password.4
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Password-manager health check

Run this after the first migration and then as part of the monthly review. The exact report names differ

by product.

Open the manager’s security, health or audit report.

Deal first with the primary email, password manager, banking/payment, website admin, domain

registrar and cloud storage.

For each flagged reused password, change it to a unique generated password and test the account.

For a compromise or breach alert, verify that the account and password are genuinely affected.

Change the password and sign out sessions if appropriate. Check MFA and recovery details.

Remove accounts the business no longer uses. Keep a short closure record if an account held

business data or had subscriptions.

Compare the account inventory against the vault. Add missing business accounts or record why

they are excluded.

Log unresolved issues, the responsible owner and a date to revisit them.

Do not treat a health score as proof of security. It is a useful prompt for action, not a compliance

certificate.

4. Add multi-factor authentication to priority
accounts
MFA asks for more than one proof before allowing a sign-in. A password is something you know. A

device, security key or approved authenticator can provide another factor. MFA reduces the value of a

stolen password, but people can still be tricked into approving a sign-in or giving away a code. Treat

unexpected prompts as a warning, not as something to clear quickly.

Choose the strongest practical option the service supports

The NCSC’s current order of preference is: FIDO2 credentials, challenge-based authenticator apps,

app-based code generators, hardware code generators, then message-based methods such as email,

SMS or calls. The appropriate choice still depends on the account, its sensitivity, the devices in use and

what the service supports.3

1. 
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4. 

5. 

6. 

7. 

ASCENDEA / PRACTICAL BUSINESS RESOURCES

Rob Arnold · Ascendea / ascendea.ai / Edition v1.0
11

https://www.ncsc.gov.uk/collection/mfa-for-your-corporate-online-services/recommended-types-of-mfa
https://ascendea.ai/


Method Plain-English description Suitable use and caution

Passkey or FIDO2 security key A device or physical key confirms

the sign-in and normally requires a

device PIN or biometric.

Prefer for administrators, email,

finance and other high-value

accounts where supported. It

provides stronger resistance to

phishing when set up correctly.3

Challenge-based app prompt An approved app asks you to

confirm a login, often with number

matching.

A strong practical choice where

FIDO2 is not available. Pause and

reject prompts you did not initiate;

repeated prompts can be an attack.

3

Authenticator code app An app generates a short one-time

code.

Widely supported and useful, but a

code can be captured by a fake

site. Enter it only after reaching the

genuine service yourself.3

Hardware code token A physical token displays a code. Consider only where stronger

options are unavailable or

unsuitable; manage the token and

its recovery carefully.3

Email, SMS or call code A code is sent to an email address

or phone number.

Better than no additional check

where it is the only option, but the

NCSC treats message-based

methods as a last choice.3

No MFA method is a blanket guarantee. Staff should never disclose a one-time code, approve a sign-in

prompt they did not start, or give a caller remote access because they claim to be support staff.

Protect these accounts first

The password manager and the primary business email or identity account.

Banking, accounting, payment and payroll accounts.

Domain registrar, web hosting and website administration accounts.

Cloud file storage, CRM and team collaboration accounts.

Social media, customer messaging and marketing accounts.

All other accounts that hold business or personal data, control a device, or can reset another

service.

1. 
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4. 

5. 

6. 

ASCENDEA / PRACTICAL BUSINESS RESOURCES

Rob Arnold · Ascendea / ascendea.ai / Edition v1.0
12

https://www.ncsc.gov.uk/collection/mfa-for-your-corporate-online-services/recommended-types-of-mfa
https://www.ncsc.gov.uk/collection/mfa-for-your-corporate-online-services/recommended-types-of-mfa
https://www.ncsc.gov.uk/collection/mfa-for-your-corporate-online-services/recommended-types-of-mfa
https://www.ncsc.gov.uk/collection/mfa-for-your-corporate-online-services/recommended-types-of-mfa
https://www.ncsc.gov.uk/collection/mfa-for-your-corporate-online-services/recommended-types-of-mfa
https://ascendea.ai/


Generic MFA setup steps

Provider screens change. Use these steps alongside the service’s current help page, rather than relying

on an old screenshot.

Owner: Account owner with the business owner or security lead for high-risk accounts

Trigger: A priority account has been inventoried

Input: Valid login, approved MFA method, recovery plan and MFA tracker

Output: MFA enabled, tested and recorded

Sign in by going directly to the known service address or app.

Open Security, Sign-in, Account or Multi-factor authentication settings. The wording varies.

Select the strongest supported option that the account owner can use reliably. For a critical account,

consider a second approved method or security key according to the provider’s instructions.

Follow the enrolment process. For an authenticator app, scan the QR code only with the intended

approved app. Do not send the QR code to another person.

Complete the test prompt or code. Confirm that the settings page shows MFA is active.

Review backup codes, recovery contacts and registered devices. Store recovery material according

to the recovery plan, not in an unprotected shared document.

Record the method, account owner, recovery route and test date in the tracker. For a high-risk

account, have a second authorised person confirm that the recovery route works without disclosing

secrets.

Plan recovery before a phone is lost

Recovery needs enough protection to stop an impostor taking over, and enough clarity to prevent a

genuine owner being locked out. Each priority account should have a documented answer to these

questions:

Who owns the account and who may approve recovery?

What recovery methods are enabled?

Where are backup codes or a spare security key kept, and who may access them?

What identity checks will be used before emergency access is given?

What must be changed after emergency access is used?

When was the recovery method last tested?

Keep recovery material separate from casual shared folders. If your password manager supports

recovery or emergency access, understand exactly who can initiate it and what they can see before

enabling it.2 Never let a recovery route bypass the decision to remove a leaver’s access.

1. 

2. 

3. 

4. 

5. 
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MFA implementation tracker

Account or

service

Account

owner

MFA

enabled?

Method Recovery

route

checked?

Last

successful

test

Action still

needed

Primary

business

email

Password

manager

Banking /

payment

Accounting /

payroll

Domain /

hosting /

website

admin

Cloud

storage /

CRM

Social /

customer

channels

5. Give people the right access, not all access
Access control is a business process as well as a technical setting. It should answer: who needs this

access, what can they do, who approved it, when will it be reviewed, and how is it removed?

The ICO explains that UK GDPR security is risk based. Where you process personal data, appropriate

technical and organisational measures should ensure that data can be accessed, altered, disclosed or

deleted only by authorised people acting within their authority.5 Passwords and MFA help, but they are

not a compliance guarantee on their own.
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Five access principles

Principle Apply it like this

Least privilege Start with the minimum role or folder access needed for

the task, not full administration “just in case”.

Need to know Limit access to customer files, finance records and staff

data to people who genuinely require it.

Separation of duties For high-impact activities, avoid one person being able

to create a payee, approve a payment and hide the

record where the system allows roles to be separated.

Named accountability Each access grant has an approver, account owner and

review date.

Regular review Remove access that is no longer needed, including

external guests, old devices and dormant accounts.

Suggested starting role matrix

This is a conversation starter, not a universal permissions model. Check the actual roles offered by

each service and document exceptions.

Role Email and

files

Website /

domain

Finance /

payments

Customer

channels

Typical review

Owner /

director

Full access

where

necessary

Named

administrator,

with a second

recovery route

Approval role

as needed

Business

owner role

Quarterly

Manager Department or

mailbox access

Role-specific

access

View or

preparation

only unless

approved

Relevant

channel role

Quarterly or

role change

Employee Team folders

and required

apps

No admin

unless task

requires it

No access by

default

Task-specific

role

Quarterly or

task end

Contractor /

freelancer

Project-only

folders

Task-specific,

time-limited

access

No access by

default

Task-specific,

time-limited

At least at

project end
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Prefer individual accounts and delegation

Use individual accounts where available. Give the person a role in the service rather than sharing a

password. This keeps an audit trail and lets you remove one person without disrupting everyone else.

The NCSC advises using delegation instead of sharing accounts wherever possible. If there is a strong

business need to share a password, keep it within the smallest group of known, trusted users, control it

in the password manager, monitor and review access, and change it when someone is no longer

permitted to use it.4

If shared access cannot be avoided

Record why a named account or delegation cannot be used and who approved the exception.

Put the credential in a controlled shared group in the password manager; do not send it by email,

chat or a spreadsheet.

Set the smallest possible group and remove access promptly when the task ends.

Use re-authentication or a second approval for sensitive credentials if the manager supports it.

Review the shared group regularly and change the credential whenever a permitted user leaves or

access is withdrawn.

Record the exception and a date to revisit whether individual accounts are now possible.

Break-glass access

Use break-glass access only for a critical account that should not be used routinely, for example a

tenant administrator account needed during an outage. It needs a named business purpose, two

authorised approvers where practical, a secure storage/recovery method, an access log and a review

after each use. Use an ordinary named admin account for normal work.

SOP: request, approve and remove access

Owner: Business owner, operations manager or named security lead

Trigger: A worker starts, changes role, needs temporary access, or finishes a task

Input: Access request, person’s employment/contract status, system, role, business reason and end

date

Output: Approved least-privilege access or a documented refusal; register updated

Exception and human fallback: If the requester cannot describe the task, the system owner is

unavailable, or the access is unusually sensitive, do not grant it by default. Escalate to the business

owner. Use the existing manual process while a decision is made.

The requester records the system, role needed, reason, manager/owner, start date and end date.

The system owner checks whether a lower-privilege role or delegated access will meet the need.

The named approver approves or declines the request. Do not treat a chat reaction or verbal

assumption as approval for sensitive systems.
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Create an individual account or add the person to the correct group. Set a time limit where the

system supports it.

Turn on MFA if the account supports it and add the account to the MFA tracker.

Give the user a short sign-in and reporting briefing. Do not send passwords in the request ticket.

Update the access register with the approver, role, grant date, end/review date and any exception.

On the review date or task end, remove or reduce access and record the result.

6. Offboard staff and contractors without
leaving a door open
A leaver may still have active sessions, MFA devices, shared credentials, browser profiles, API tokens

or access to an external supplier account. Schedule offboarding rather than relying on memory.

SOP: offboard a leaver or temporary worker

Owner: Line manager plus system owner; business owner for critical accounts

Trigger: Notice of departure, contract end, change to a role that no longer needs access, or an urgent

access-removal decision

Input: Person’s name, last working time, asset/access register, devices, account list and shared-access

exceptions

Output: Individual access removed, shared credentials and tokens assessed, devices recovered,

register and evidence updated

Exception and human fallback: If immediate removal would stop a critical service, the owner chooses

a documented temporary alternative, such as transferring account ownership or assigning a

replacement named user. Do not leave the former user’s account active as the workaround.

Before the last day: review the access register, list individual accounts and shared groups, set the

removal time, and arrange transfer of business-owned files or work.

At the agreed removal time: disable individual accounts, revoke active sessions where the service

permits it, remove email groups, shared folders, CRM, website, VPN, remote access and social/

platform roles.

Remove the person’s devices, hardware keys, access cards and company data from approved

devices according to your device policy.

Change shared passwords and rotate API keys or tokens where the person could view or use them.

Prefer replacing shared access with a named account for the remaining team.

Check recovery email addresses, phone numbers, trusted devices and payment/billing contacts.

Remove the leaver from each one.

Confirm account ownership and business continuity for customer channels, domains and finance

systems.
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Run a post-departure access review, update the register and record any unresolved exception with

an owner and date.

Offboarding checklist

Check Complete? Owner / evidence / follow-up

Last access-removal date and time

agreed

Business email, identity account

and active sessions disabled

Password-manager account and

shared groups removed

Website, domain, hosting and

administrator roles removed

Project, CRM, collaboration, cloud

storage and file sharing removed

Finance, banking, payroll and

payment access removed

Social media, marketing and

customer-channel roles removed

VPN, remote access, device-

management and support-tool

access removed

Shared passwords changed;

relevant API keys/tokens rotated

Recovery contacts, devices and

MFA methods checked

Business files, document

ownership and supplier contacts

transferred

Laptop, mobile, security key,

access card and physical keys

returned

7. 
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Check Complete? Owner / evidence / follow-up

Unusual sign-in activity reviewed

after departure

Access register, asset list and team

responsibilities updated

7. Make secure behaviour easy to repeat
Technical controls work better when people know why they exist and how to get help. Explain the rule in

plain English. Give a short live demonstration. Allow questions without making someone feel foolish for

reporting a mistake.

A practical starter session

A suggested 30-minute session for every person with business-system access can cover:

why reused passwords and unexpected sign-in requests matter;

how to open, lock and use the password manager;

how to use MFA and what to do with an unexpected prompt or code;

how to identify a suspicious reset email, fake support message or lost device; and

who to contact and what details to report.

Use a demonstration account or safe test data. Do not ask staff to reveal real passwords, recovery

codes or private customer data during training. Follow up with a short written guide for common tasks

and give new users support when a new system is introduced.

Warning signs worth reporting

Report promptly if you see an unexpected password reset, MFA prompt, unfamiliar device or login alert,

a change to recovery details, a sign-in that no longer works, a suspicious message claiming to be from

a colleague or supplier, or unusual behaviour in a business account.

A report is not an admission of fault. It gives the business a chance to check and contain a problem

while evidence and options still exist.

SOP: first response to a suspected account incident

Owner: Named security lead or business owner; account owner supports

Trigger: Suspicious sign-in, phishing message, lost MFA device, exposed password, unauthorised

access or unusual account behaviour

Input: Reporter’s observations, time, account/service, screenshots or alerts where safe, and current
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access records

Output: Incident log, immediate containment, decision on further escalation and a record of lessons/

actions

Exception and human fallback: If business email, bank/payment access, administrator access or

personal data may be affected, escalate immediately to the business owner and provider support. If you

cannot safely contain it, disconnect or pause the affected process only where that will not create a

safety risk; get specialist support.

Identify and record. Write down what was noticed, when, which account/device is involved and

what has already been done. Preserve the original suspicious message if safe; do not keep clicking

links to investigate it.

Report. Tell the named owner immediately using a trusted contact route, not a reply to the

suspicious message.

Contain. From a known-good device, change a known or suspected compromised password,

revoke sessions or remove a suspicious device if the service permits it. Check MFA and recovery

details. For a user who may have approved a phishing prompt, treat the account as potentially

compromised.

Investigate. Check provider security logs, account changes, forwarding rules, payment changes,

delegated access and affected data. Record facts separately from assumptions.

Remediate. Remove malicious access, reset affected credentials, restore correct settings, update

access controls and contact the service provider or specialist where needed.

Assess and communicate. If personal data may be involved, assess the risk promptly and follow

the ICO’s current guidance. The ICO says a reportable personal-data breach must be reported

without undue delay and within 72 hours of becoming aware of it; not every breach is reportable. Its

guidance is marked as under review, so check the live ICO page and obtain appropriate advice for

your circumstances.6

Learn. Update the access register, training, settings or process that would reduce the chance or

impact of recurrence. Schedule a review of the incident actions.

Incident record

Field Record

Reporter and trusted contact method

Date and time noticed

Account, system, device or supplier affected

What was observed, without assumptions
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Field Record

Actions already taken

Could customer, staff or supplier personal data be

affected?

Yes / No / Unknown

Could payments, finance access or public channels be

affected?

Yes / No / Unknown

Current priority and business impact

Owner leading the response

Provider, specialist or regulator contact needed?

Decision, next action and deadline

Lessons and follow-up review date

8. Keep the plan working as the business
changes
Security maintenance is easier when it has a routine owner and a small, defined list. The ICO

recommends assigning day-to-day security responsibility, providing appropriate authority and

resources, training staff, investigating incidents, planning for continuity and running periodic checks.5

Suggested review rhythm

Frequency Do this Record

Weekly or when alerted Review password-manager alerts,

unexpected MFA activity, reported

issues and unusual account

messages.

Alert outcome and owner.

Monthly Run a vault health report; fix reused

or suspected exposed credentials;

check MFA on priority accounts;

update the account inventory.

Open actions, completion dates

and exceptions.
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Frequency Do this Record

Quarterly Review user roles, contractor/guest

access, shared groups, recovery

methods and break-glass records.

Test one recovery path without

exposing secrets.

Signed access-review record and

recovery test.

Annually Reconfirm tool ownership, supplier

access, training needs, policies,

account ownership and the

incident-contact list.

Annual plan review and next-year

actions.

On a trigger Review immediately after a leaver,

role change, new supplier, lost

device, suspected compromise,

new system or material business

change.

Trigger, action and remaining risk.

When to change a credential

Do not make change dates a substitute for judgement. Change a password, revoke sessions or alter

recovery settings when there is a credible reason: known or suspected compromise, a breach alert that

affects the account, an unexpected recovery/sign-in change, a shared credential’s user leaving, a

default vendor password, or an account ownership change. If you cannot tell whether an alert is

genuine, verify with the service through a known route.

Scale the control, not the paperwork

Business stage Useful next step

Sole trader or very small team Keep a complete account inventory, individual vaults

where possible, MFA on priority services, and a trusted

recovery arrangement.

Around 5–10 people Use a business password manager, role groups, a

simple access-request record and scheduled leaver

checks.

Around 10–25 people Add formal approval routes, a named security lead,

documented exceptions, more complete access

reviews and joiner/leaver integration.
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Business stage Useful next step

Larger or higher-risk business Consider identity-management, central device

management, specialist security support and controls

that match your contractual and regulatory

responsibilities.

Do not interpret a team-size table as a legal threshold. A two-person financial-services practice may

need stronger controls than a twenty-person low-risk business; risk and data matter.

9. Solve common implementation problems

Problem Why it happens A practical response

“This slows me down.” People see a new step but not the

risk or the time it saves later.

Start with a few critical accounts,

demonstrate autofill and explain the

reason for MFA. Keep the steps

simple.

Some people bypass the system. The right tool is difficult on their

device, unclear or unsupported.

Check the actual workflow, provide

one-to-one help, correct the

technical problem and enforce the

approved route where appropriate.

The manager feels confusing. Users are new to vaults, sharing

and browser extensions.

Give a short visual guide, a safe

test account and a named person

for questions. Do not let them

experiment with live finance access

first.

Nobody knows the recovery

route.

Recovery was treated as an

afterthought.

Document owner, method and

emergency approval; test it safely;

update it after role changes.

A service only offers a weak

sign-in option.

Older or supplier-managed systems

may not support passkeys or MFA.

Record the exception, strengthen

the unique password and access

limit, ask the supplier about

options, and review the business

need.
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Problem Why it happens A practical response

A contractor needs a shared

login.

The service may not support

individual roles.

Create a time-limited named

account if possible. If not, use

controlled vault sharing, record the

exception and change the

credential when access ends.

10. A practical implementation plan
The timings below are illustrative planning prompts, not a security guarantee or a deadline that fits

every business. Complete the high-risk steps first and pause if an account’s ownership or recovery

route is unclear.

Today

Name the business owner for account security and the contact for incident reports.

List primary email, password manager, banking/payment, domain/website and cloud storage

accounts.

Turn on or review MFA for the primary email and password manager.

Select a password-manager pilot and record its business owner and recovery design.

This week

Pilot the manager with one or two people and migrate the priority accounts.

Complete the MFA tracker for email, finance, website/domain, files and customer channels.

Create the access register and confirm who has administrator roles.

Brief the team on unexpected prompts, reset messages and the incident contact.

This month

Complete the first password-manager health check and resolve reused or suspected exposed

credentials.

Introduce the access-request and offboarding SOPs.

Check contractor, guest and former-worker access.

Write the recovery plan and safely test one priority recovery path.
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Within the next 90 days

Migrate the remaining business accounts or record justified exceptions.

Run the first quarterly access review.

Deliver the starter training session and give users a short how-to guide.

Review the incident record, contact list and action plan with the business owner.

Your decision and action summary

Decision or action Owner Due date Evidence of

completion

Remaining risk /

next review

11. Implementation workbook

A. Account and ownership inventory

Complete one row per material business account. Do not put the password, backup code or full

recovery answer in this table.

Service /

account

Business

purpose

Account

owner

Admins

or access

group

Holds

personal

data?

MFA

status

Recovery

route

checked?

Review

date
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B. Password-manager audit

Check Yes / No / Not

known

Action needed Owner Due date

Every priority

account is in the

approved manager

Primary password

is unique and MFA

protects the vault

No priority account

has a reused

password

Compromise/

duplicate alerts

have been

reviewed

Shared credentials

have named

permitted users

and review dates

Administrators

cannot routinely

see individual

employee vaults

Recovery design

has been

documented and

tested safely

Account export and

update

arrangements are

understood

Decision after this audit:
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Most urgent account to fix:

Owner and completion date:

C. Access register and review

Person /

supplier

System Role /

access

level

Business

reason

Approved

by

Granted End or

review

date

Removed

/

reviewed

by

Quarterly review decision: Keep / reduce / remove / investigate (circle or record) Reviewer: Date: ___

Next review:

D. Recovery test record

Account Recovery

scenario

tested

Test date What

happened

Access

restored

without

exposing

secrets?

Improveme

nt needed

Owner /

next test

E. Team briefing record

Person Password-

manager walk-

through

complete

MFA method

tested

Incident

contact

known

Questions /

support

needed

Follow-up

date
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Person Password-

manager walk-

through

complete

MFA method

tested

Incident

contact

known

Questions /

support

needed

Follow-up

date

F. Final self-check

Score each item from 1 to 5 for your own planning: 1 means not started; 3 means a usable process

exists; 5 means it is working, evidenced and reviewed. This is not a certification or a comparison with

another business.

Area Score (1–5) Evidence or concern Next action, owner and

date

Priority accounts and

owners are known

Password manager is in

active use

MFA protects priority

accounts

Recovery routes are

documented and tested

Individual and least-

privilege access is used

Joiner, contractor and

leaver process works

Staff know how to report

a concern

Reviews and incident

actions are recorded

One action to complete this week:
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Decision review date:

References and verification notes
NCSC — Managing your passwords: password managers, unique passwords, two-step verification, shared-device

cautions and passkeys

https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/password-managers

NCSC — Password manager buyers guide: selection, recovery, MFA, exports, auditability and controlled sharing

https://www.ncsc.gov.uk/collection/passwords/password-manager-buyers-guide

NCSC — Recommended types of MFA: current ordering and limitations of FIDO2, authenticator apps, code

generators and message-based methods

https://www.ncsc.gov.uk/collection/mfa-for-your-corporate-online-services/recommended-types-of-mfa

NCSC — Updating your approach to passwords: no forced periodic expiry, risk-triggered change, manager use,

delegation and sharing controls

https://www.ncsc.gov.uk/collection/passwords/updating-your-approach

ICO — A guide to data security: UK GDPR risk-based security, authorised access, organisational responsibility and

periodic checks

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/security/a-guide-to-data-security/

ICO — 72 hours: how to respond to a personal data breach; the guidance is under review following the Data (Use

and Access) Act

https://ico.org.uk/for-organisations/advice-for-small-organisations/personal-data-breaches/72-hours-how-to-respond-to-a-personal-

data-breach/

Technical and UK data-protection information in this edition was checked against the following primary

sources on 9 October 2026. Provider screens, product features and legal guidance can change;

recheck the linked official guidance before implementing a material control.
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